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(U//FOUOQ) Political Instability in Libya

(U//FOUO) Military efforts against Mu’ammar al-Qadhafi’s regime may lead to threats against the United States
and its interests. Media reporting suggests al-Qa’ida may be active among rebel groups, potentially allowing
terrorist groups to establish a foothold in Libya. Additionally, al-Qa’ida leader Anwar al-Awlaki praised the
revolutions and noted an “upsurge” in jihadi activity across the Middle East. Open source reporting also
indicated the Libyan government may be linked to recent cyber attacks against Western governments. Continued
instability within Libya could create additional opportunity for Middle Eastern criminal enterprises, including
expansion of human trafficking operations. The FBI is interested in information that may help mitigate threats to
US interests resulting from the political instability in Libya.

(U//FOUO) In the course of official activities, and to the extent permitted by law, agencies are encouraged to
coordinate with and forward to the FBI information on entities committing criminal or suspicious acts which
may indicate a potential threat to US interests and warrant further investigation.

(U//FOUO) Who are Libyan-affiliated individuals or groups plotting or committing malicious acts against the

US Homeland or US interests abroad?

e (U//FOUO) Identify US-based individuals planning to attack the US interests on behalf of Al-Qa’ida in the
Lands of Islamic Maghreb (AQIM), the Libyan Islamic Fighting Group (LIFG), or the Libyan government.

e (U//FOUO) Identify US-based individuals or groups that materially support or raise money for AQIM, LIFG,
or other terrorist groups.

e (U//FOUO) Identify individuals or groups with ties to Libya that pose cyber threats to national security (e.g.,
critical national assets, computer network information, Internet Protocol addresses, equipment types).

e (U//FOUO) Identify leaders, members, and supporters of Middle Eastern criminal enterprises tied to Libya.

(U//FOUO) What malicious acts against US interests are being planned?

e (U//FOUO) What advanced technologies do individuals intending to develop weapons of mass destruction
attempt to acquire on behalf of the Libyan government or Libyan-based terrorist groups?

e (U//FOUO) Report indications Libya-affiliated individuals or groups target US computer systems for cyber
attacks or data exfiltration (e.g., attempted intrusions, phishing e-mails).

e (U//FOUO) Identify relationships between US-based Middle Eastern criminal enterprises and foreign or
domestic criminal groups, terrorists, or terrorist financiers.

(U//FOUO) What methods and techniques do Libyan-affiliated individuals or groups use to commit malicious

acts against the US Homeland or US interests abroad?

e (U//FOUO) How do terrorist groups and criminal enterprises recruit new members in the United States?

e (U//FOUO) Identify individuals affiliated with AQIM, LIFG, or other terrorist groups who collect
photographs, videos, blueprints, or other documents in preparation for an attack against US interests.

e (U//FOUO) How do cyber attackers sympathetic to Libya gain access to US computer systems?

(U//FOUO) This information awareness message has been prepared by the FBI. It is designed and published to assist FBI partner
agencies to better focus information sharing. It is not a tasking document and does not confer additional authorities for any
recipient. Logical United States federal, state, local, and tribal law enforcement agencies with intelligence sharing capabilities are
requested to give due consideration to the questions herein, consistent with their mission, jurisdiction and existing legal
authorities. Comments and queries may be addressed to the local FBI Field Office.
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FBI Customer Satisfaction Survey

Please take a moment to complete this survey and help evaluate the quality, value, and relevance of
our intelligence product. Your response will help us serve you more effectively and efficiently in the
future. Thank you for your cooperation and assistance. Please return to:

Federal Bureau of Investigation

FBI Requirements Unit

935 Pennsylvania Ave, NW, Room 11079H

Washington, DC 20535

Customer and Product Information
Intelligence Product Title: (U//FOUQ) Political Instability in Libya
Dated: 07 April 2011 IAM-0028-HQ
Customer Agency:

Relevance to Your Intelligence Needs

1. The product increased my knowledge of an issue or topic. (Check one)
5. Strongly Agree

4. Somewhat Agree

3. Neither Agree or Disagree

2. Somewhat Disagree

1. Strongly Disagree

Actionable Value

2. The product helped me decide on a course of action. (Check one)
5.  Strongly Agree

4. Somewhat Agree

3. Neither Agree or Disagree

2. Somewhat Disagree

1. Strongly Disagree

Timeliness Value

3. The product was timely to my intelligence needs. (Check one)
5. Strongly Agree

4. Somewhat Agree

3. Neither Agree or Disagree

2. Somewhat Disagree

1. Strongly Disagree

Comments (please use reverse or attach separate page if needed):
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